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IMPROVEMENT OF THE CREDIBILITY OF ANALYSIS OF ELECTROCARDIOGRAMS
FOR BIOMETRIC PERSONAL IDENTIFICATION

Nowadays there is a high demand for biometric authentication. These systems possess a high
level of protection, as they evaluate not only the physical parameters, but also personality
characteristics. The paper analyzes a biometric scheme based on the electrical activity of the human
heart in the form of electrocardiogram (ECG) signals. The study was performed using standard
laboratory measurements KL-720 has all age groups. As a result, an electrical activity signal was
obtained. The aim of this work was to filter the captured signal for further use with biometric data.

Key Words: electrocardiogram, biometric identification, authentication, ECG parameters,
high-frequency noise, low-frequency noise, Z-scaling, HPF Butterworth.

Currently identity authentication is carried out using biometric methods, as biometric access
control systems are convenient for users in that the necessary information is always with them and
cannot be lost, stolen, or falsified. Such access control is more reliable since identifiers cannot be
transferred to third parties or copied to bypass the security system [1].
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associated with personal identification in Fig.1. Classification of biometric personality
medical institutions is extremely important, identification.

as it is important to determine the identity of the patient before any medical manipulation. For such
purposes the physical access control system (PACS) is used to identify an individual and automatically
provide access to information. Unfortunately, there is no legislative document on the implementation
of the identification process. This means that it is very important to develop a local patient
identification algorithm. To choose a method with a lower cost of expenses but with sufficient
accuracy in determining the identity, it is necessary to compare each of the possible ones. Table 1
shows a comparison of the methods for the main parameters [1-3].

FAR (False Acceptance Rate) - false pass coefficient, i.e. the percentage of cases, in which the
system allows access to a user who is not registered in the system.

FRR (False Rejection Rate) - false failure rate, i.e. denial of access to the real user of the
system.

The falsification of biometric data for obtaining information and control is a complex process,
which is possible with special preparation and special technical support. Based on this, it was
proposed to use a signal of electrical activity of the heart. Since the electrical activity of each person is
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unique, it is possible to use an ECG as a biometric parameter in various identification systems with a
high degree of protection.

Table 1
Comparison of biometric identification methods
Biometric PACS FAR FRR Falsification Invariance of Sensitivity to Speed of Price
uses % % characteristic external factors authentication
Fingerprint 0,001 0,6 Possible Low High High Low
Face R;cl;)gmtlon 0,1 25 Possible Low High Average Average
Face Recognition . . .
3D 0,0005 0,1 Problematic High Low Low High
Iris 0,00001 0,016 Unsuccessful High Average High High
Retina 0,0001 0,4 Impossible Average High Low High
Vein Pattern 0,0008 0,01 Impossible Average Average High Average
RecogErggon by 0,0005 0,01 Problematic Average Average High Average

The identification process can be divided into the following stages:

» collection of source data;

* signal preprocessing (filtering, etc.);

* extraction of characteristic features, their processing and template creation;

» comparison of the incoming template with a database of generated templates.

The most difficult problem in identification is the allocation of features that characterize the
object. Several approaches based on the selection of parameters such as amplitudes, angles, vertical
and horizontal components of the segments of the ECG signal are proposed [3,4].

To obtain an ECG, a training stand for the study of biomedical measurements KL-72001 was
used. It is possible to connect 9 modules to this stand, one of which is an electrocardiogram module
called KL-75001. This module serves to study the phenomenon of the occurrence of electrical
potentials during heart contractions. The module uses 6 limb leads to record an electrocardiogram.
Figure 2 shows a block diagram of an ECG measuring circuit with electrode clips, which are used to
record very weak and time-varying potentials. Circuit limb choice contains a voltage follower circuit
which matches the impedance between the electrode and the skin enhancing the measurement
sensitivity. An isolation circuit is provided for the signal isolation and the power supply line using an
optical method. The passband of the bandpass filter equals 0.1 - 100Hz and the gain of the amplifier is
10. Upon the signal passage through the notch filter with an average frequency of 50Hz, it is displayed
on the oscilloscope screen.

Right hand——>
Left hand ———> .
Body » Tap selection > Preamplifier » Decoupling circuit
Right leg ——>{ electrode - scheme d P > pling —
Leftleg —>
ECG «—— Notchfiter |« Amplifier < Bandpass filter [«—

Fig.2. Block diagram of the ECG measuring circuit
The study used the first lead, by which it is clearly possible to identify the necessary

protrusions and periods of electrical activity of the heart. To conduct an ECG analysis, the signal was
recorded at the same time of the day under the same conditions in males aged 20-25.
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A database (table 2) containing the values of the received voltage in each experiment was
created. As a result of measuring bioelectric processes in the myocardium using an electrocardiograph
and recording the signal in a digital form, the experiment was subject to a number of problems, such as
low-frequency drift, noise, etc. [5, 6]. For analysis, the site with the minimal influence of interference
is selected, the studied areas are chosen and the signal is filtered.

Table 2
Values of the received pulse waves
Experiment No.

1 2 3 4 5 6 7 8 9 10
-0,96 -0,64 -2,64 -2,08 -2,16 -2,88 -1,04 -0,8 -16 | -2,08
-0,72 -0,48 -2,48 -1,6 -2,16 -2,48 -0,96 -0,56 | -1,36 -1,6
-0,72 -0,24 -2,32 -1,36 -1,68 -1,92 -1,44 -0,24 -1,2 | -1,36
-0,4 -0,24 -1,92 -1,04 -1,44 -1,44 -2,08 -0,16 -0,8 | -1,04
-0,4 -0,16 -1,68 -0,88 -1,2 -1,12 -2,24 -0,16 | -0,64 | -0,88
-0,32 -0,16 -1,36 -0,64 -1,04 -0,88 -2,16 -0,24 | -0,48 | -0,64
-0,24 -0,24 -1,12 -0,48 -0,8 -0,48 -1,92 -0,4 -0,4 | -0,48
-0,4 -0,08 -1,04 -0,32 -0,88 -0,32 -1,76 -0,16 | -0,32 | -0,32
E -0,16 -0,24 -0,88 -0,16 -0,96 -0,16 -1,52 -04 | -0,08 | -0,16
1;:5 -0,08 -0,16 -0,8 0 -1,04 0,08 -1,2 -0,4 0 0
= 0,48 -0,16 -0,72 0,16 -0,96 0,4 -0,8 -0,72 0,08 0,16
E 0,16 -0,16 -0,56 0,16 -0,96 0,56 -0,24 -0,64 0,08 0,16
0,56 -0,08 -0,4 0,32 -0,72 0,72 0,08 -0,88 0,16 0,32
0,56 -0,16 -0,24 0,24 -0,8 0,8 -0,16 -0,56 | -0,08 0,24
0,56 -0,24 -0,08 0,4 -0,56 0,88 -0,08 -0,16 | -0,08 0,4
0,56 -0,16 0 0,4 -0,48 0,88 0 -0,72 | -0,08 0,4
0,72 -0,16 0,16 0,48 -0,32 0,8 -0,4 -1,04 0 0,48
1,04 0 0,32 0,8 -0,16 0,8 3,52 -1,6 0,32 0,8
0,4 0 0,32 0,88 0 0,56 5,76 -1,68 0 0,88
0,08 0,08 0,96 0,48 0,08 0,48 -1,2 -192 | -0,64 0,48

When constructing the selected areas Fig.3 was obtained, which shows ECG measurements
over ten days of the study.

10

Day 2 Day 3 Day 4
Day7 ——Day8 Day9

Day 5
Day 10

Amplitude, mV

Ne of record
Fig.3. Graph of reference ECG curves for each experiment

Having selected the studied ECG sections, it is necessary to bring it to a form acceptable for
analysis by digital filtering of the signal. Since the characteristic features of the electrocardiogram
found in the identifiable may not be detected due to noise, several filtering methods must be used. For
primary filtering Z-scaling of data (Table 3) is used, which is based on the mean and standard
deviation: dividing the difference between the variable and the mean by the standard deviation [7].
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Table 3
Z-Scaling Results

Report | Voltage without Z- | Voltage with Z- Report Voltage without | Voltage with Z-
No scaling, mV scaling, mV No Z-scaling, mV scaling, mV
1 -2,08 -1,490960982 11 0,16 0,089178975
2 -1,6 -1,152359563 12 0,16 0,089178975
3 -1,36 -0,983058853 13 0,32 0,202046114
4 -1,04 -0,757324574 14 0,24 0,145612545
5 -0,88 -0,644457434 15 0,4 0,258479684
6 -0,64 -0,475156724 16 0,4 0,258479684
7 -0,48 -0,362289584 17 0,48 0,314913254
8 -0,32 -0,249422445 18 0,8 0,540647534
9 -0,16 -0,136555305 19 0,88 0,597081104
10 0 -0,023688165 20 0,48 0,314913254
Based on the graph (Fig. 4), we see that the amplitude values were normalized along the axis of the
reports.
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Fig.4. Z-scaling

z filter

After normalization the signal from noise can be filtered. All the noise contained in the
electrocardiogram can be divided into three groups [8, 9]:
» Low-frequency noise (less than 1 Hz): fluctuation of the baseline caused by breathing, sweating,
movement of the subject.
» Influence of the power frequency (50Hz): poor grounding of the electrocardiograph.
» High-frequency noise: the noise of a single heartbeat.

In order to remove such noise, the Butterworth highpass filter is used. The advantage of this filter is
the smoothest frequency response at the passband frequencies and its decrease to almost zero at the
suppression band frequencies. The Butterworth filter is the only filter retaining the shape of the
frequency response for higher orders [10]. The results of applying the filter are shown in Fig. 5. As
can be seen from the frequency response, all interference below a frequency of 100 Hz was partially

not taken for further analysis
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Fig.5. Using the HPF Butterworth
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As the basis of the analysis, 30 parameters characterizing the waveform were taken. To reduce
the number of parameters and highlight the most individual characteristics, a correlation analysis was
used. A combination was obtained consisting of 8 variables describing one ECG pulse [11].

For identification, the method of formal independent modeling of class analogies was applied.
This method allows to work with a large number of parameters by classifying spectroscopic data. A
graphical representation of the processing circuit of the electrical signal of the heart for biometric
identification is shown in Fig. 6.

Normal ECG

ECG signal for 10 experiments

ECG signal

Biometric
matching

Normal segment ECG Noisy signal ECG

Normalization
Choosing the best Normalization Cluster, Correlation

PQRST impulse (Z - scaling) F};ﬁ'gz;‘:%‘tz” — analysis, ROC curve

ECG signal processing Classification

Fig. 6. Block diagram of signal processing

The first step is the principal component method, which is a method of reducing
dimensionality or compressing data. As a result of the transition from a large number of variables to a
new representation with a significantly lower dimension without loss of data describing the selection.
An insignificant part of the data was defined as noise and eliminated. The found main components
give an idea of the hidden variables that control the data device.

After constructing the ECG indicators of the main components in space, it is possible to
calculate the distance between classes, as well as the distance from each class to a new object. A
classification rule is defined in this space and the opportunity arises for identification.

Conclusions: Currently the possibilities of biometric identification of a person by ECG have
not been sufficiently studied, however, these studies continue to be actively conducted. The main task
is to study the possibility of highlighting the individual characteristics of the electrical activity of the
human heart. Feature extraction usually consists of forming a template of relevant components, where
some features are discarded, and only those, the statistical analysis method of which, showed the
greatest increase in variance remain. This work also shows the high potential of using ECG for
authentication with low-cost sensors, which allows developers to integrate them into automated
medical systems to minimize errors in diagnostics, laboratory studies and to eliminate data
falsification.
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SxoBenko 1.0., Pyauii O.J1., Typuuna M.O.
Hamionansauii TexHiuyHMA yHiBepcuTeT YKpainu "KuiBcbkuii momiTeXHiYHWE iHCTHTYT iMeHi Irops
Cikopcrkoro".
HNIABUIIEHHSA JOCTOBIPHOCTI AHAJII3Y EJIEKTPOKAPAIOI'PAMM JIJISA
BIOMETPUYHOI IIEHTU®IKAIII OCOBUCTOCTI

B ocmanui poxu cnocmepicacmvcs HeoOXiOHICMb Y SUKOPUCMAHHI  OIOMempPUdHOT
aymenmuchikayii, Axa 3a 0ONOMO2010 DIONOSIYHUX XAPAKMEPUCTNUK THOOUHU NIOMBEPOXHCYE i 0CcOOY.
Jani cucmemu marwome GUCOKUL piBeHb 3aXucmy, mMaxk K OyiHwwmv Qi3uuni napamempu i
Xapakmepucmuku KOHKpemHoi ocobucmocmi. Y pobomi posenadanacs 6iomempuyna cxema,
3ACHOBAHA HA eNeKMPUYHOL AKMUBHOCHI TH0OCbK020 cepys V opMi cueHanie eiekmporapoiospamu
(EKT). byno 6ukoHaHO O00CHiOJCeHHS 3a O0NOMO20K CmeHOy O0aa meduunux eumipie KL-720
NPOmMsA20M 0esIKo20 uacy, y NayicHmie neeHoi 8iK0GOI epynu 3 OOHUMU | MUMU IHC NOYAMKOBUMU
ymoeamu peecmpyseanaca EKI. B pezynromami ompumanuii cuzHan e1eKmpuyHoi akmueHOoCmi cepysi
mas pao apmegpaxmie i wymie. 3ae0anuam O0anoi pobomu 6yn0 nposecmu Qinbmpayiro 3HAMO20
CUSHANY 0151 NOOANLULO20 BUKOPUCIIANHSA OIOMEMPUYHUMU cucmemamu idenmugikayii ocobucmocmi.

Knrouosi cnosa: enexmpoxapdioepama, Oiomempuyna ioenmugpikayis, aymenmugixayis,
napamempu EKI, gucoxouacmomuuil wiym, HU3bKOYACMOMHUL wym, Z-macwmadysanns, @PBY
bammepsopoa.

SAxosenko U.A., Pynoii AJI. Typuuna M.O
HanmoHnaneHblll TEXHUYECKUH YHUBEPCUTET YKpauHbl "KHEBCKHH MMOJUTEXHUYECKHMH HHCTUTYT
umenu Urops Cukopckoro»
MNOBBILHIEHUE JTOCTOBEPHOCTHU AHAJIN3A SJIEKTPOKAPAUOI'PAMMBbI
JIJII BAOMETPUUYECKOM WJIEHTU®UKALIASA INYHOCTH

B nocneonue 200v1 nabmooaemcs HeobXOOUMOCMb 6 UCNOAb308AHUU OUOMEMPUYECKOU
aymeHmupurayuu, KOmopas ¢ NOMOWbI0 OUOLOSUYECKUX XAPAKMEPUCMUK Yel08eKa NoOmaepicoaem
€20 JUYHOCMb. JlanHble cucmembl UMEHM GblCOKUU YPOBEHb 3aWumvl, MAK KAK OYEHUBAIOM
Quszuyeckue napamempul U Xapaxmepucmuky KOHKpemnou auynocmu. B pabome paccmampusanacs
buomempuyeckas cxemd, OCHOBAHHAS HA IIEKMPUHECKOU AKMUBHOCIMU Yelo8eyecKoz0 cepoya 8
dopme cuenanos snexmpoxapouocpammol (IKI). bBvino evinonineno ucciedosauue ¢ NOMOWbIO
cmenoa onsi meduyunckux usmepenuti KL-720 na npomsicenue Hekomopozo epemenu, y nayueHmos
ONpeoeleHHOl  B03PACMHOU  2PYANbL €  OOHUMU U MeMU JHCe HAYAIbHLIMU  YCIO0BUAMU
peaucmpuposanace IKI. B pezynbmame nonyuenuviil CUSHAL INEKMPULECKOU AKMUBHOCIU Cepoyd
umen psao apmehaxmog u wiymos. 3aoayeii 0auHol pabomvi ObLIO NPOGeCMU GUILIMPAYUIO CHAMO2O
cucHana Osi  OanbHelue20 UCNOAb308AHUS OUOMEMPUYECKUMU —CUCTeMAMU  UOeHMUDUKayuu
JUYHOCTHU.

KiioueBble  cioBa:  szexmpoxapouocpamma, — Ouomempuueckas — uoeHmudurayus,
ayreHTudukanus, napamempor OKI, evicokowacmomuwvitl wyM, HUBKOYACMOMHBIL WYM, Z-
macwmadbuposanue, ®PBY Bammepsopoa.
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