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BIOMETRICAL IDENTIFICATION ON THE BASIS OF PHOTOPLETHYSMOGRAM FOR
AUTOMATED MEDICAL SYSTEMS

Nowadays, modern digital integration requires all personal databases to have reliable
protection. It concerns automated diagnosis and lab research of biological materials systems the most.
Each step of the way creates a high risk of losing or replacement of information, which leads to
incorrect diagnosis, or even falsification for further illegal use. Biometrical identification is able to
solve many protection issues, since the important information is always tied to a person, and is not
usable by different people with malicious intent, be it stealing or replacement. Biometry is a way to
identify and authenticate a person by measuring their physiological parameters, which makes
biometrical control one of the better ways for identification. This research is a look into different ways
to identify a person by means of biological signals using plethysmography. This research was
conducted using a biometrical measurement system KL-720 using a photo sensor, which easily
registers on different parts of a human body a finger, an ear, a hand or an arm. It’s ease of use, low
price and small size makes it the prime choice.

Key words: biometrical identification, photoplethysmography, PPG, biometrical signal,
discriminant analysis, pulse wave, automated system.

In a modern world, biometrical data is divided in two generations. First generation is used
when describing fingerprints, signatures and voices. This generation can easily be copied, which
creates a possibility for crimes to be committed. Second generation uses anatomical activity of any
human organ using biological signals. Such activity is accompanied by certain cyclic changes, for
example, blood vessels change during blood flow. Those changes are explained by physiological
features of the organism. Researching anatomical activity creates a way to gather a unique biometrical
signal and solve the problem of a reliable way of identifying a person.

Photoplethysmogram is an optical method of registering the volumetric blood pulse, which is
caused by periodical changes in blood volume because of the heartbeat, by the means of infrared or
visible light exposition to live tissue [3]. Just like
every other biometrical signal created by a human
organism, photoplethysmogram holds unique
information about a certain person (blood vessel
tension, peripheral hemodynamics condition,
saturation, heart cycle frequency). Quantitative
and qualitative analysis of photoplethysmogram is
conducted wusing a plethora of normative
parameters of the pulse wave, which are used for
identification. Points B1, B2, B3, B4 and B5 of a

- ! - c Signal —Filtered Signal
filtered signal, that are depicted on figure 1, are
called main coding points of a volumetric pulse.  Figure 1. Initial and filtered signals: B1 —the
They are used to identify the parameters of the beginning of the systolic period, B2 — the
pulse wave [4]. maximal expansion of the vessel, B3 —the
~ To measure a photoplethysmogram (PPG),  protodiastolic process, B4 — the diastole, B5 —
a biomedical measurement system with a sensitive the end of the cardiac cycle.

photo sensor, KL-720, was used (figure 2). The
detector is a combination of an infrared diode and a receiving phototransistor, which works in a
common collector mode.
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KL-720 Biomedical Measurement System
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Figure 2. Overall structural scheme of the KL-720 measurement channel

When a research object touches the detector, the intensity of the reflected infrared light
changes based on the level of saturation of the blood vessel part in question. The extracted signal holds
a very unclean information, which makes the further biomedical diagnosis impossible. That’s a good
enough reason to use a high-frequency Butterworth filter. This filter removes the noise created by the
trembling of the patient’s finger and the shift in power of the direct current in the machine. The next
step of processing the data lies in amplifying the signal based on OP3A with a coefficient of 50, 100,
with the point being the amplification of the signal for further filtration with a 4-diapason low-
frequency filter. Low frequency filter is made by consequential connection of two diapason
Butterworth filters, which lowers the noise produced by the power source of KL-720 and the residual
lighting of the fluorescent lamps that may be the source of light in the laboratory. On this stage the
data resembles the PPG signal, and is written to a .xIsx file on a personal computer via the COM-port.
Further modules are used for changing the signal to pinpoint the heart pulse signal in the form of
rectangular impulses of a monostable multivibrator [5,6].

The research of identification a person by means of a biological PPG signal was conducted
using the interval parameters of the amplitude (table 1) and time (table 2).

Table 1
Pulse wave amplitude parameters

Pulse wave Dycrotic wave | Notch height
amplitude . Dycrotic wave index (DWI)
(PWA) amplitude (DWA) (NH)
Formula PWA=B2-Bl1 | DWA=B4-B5 |NH=B3-B5 | DWI =(B3-B5)/(B2-B1)-100%
Normative _ PWA/2 (2-DWA)/3 63-73%
values
Table 2
Pulse wave time parameters
. . Pulse wave
Anacrotic phase | Dycrotic phase . . .
duration (APD) | duration (DPD) duration Outgoing wave index (OW1)
(PWD)
Formula | APD=B3-B1 | DPD = B5 - B4 PWDBZI BS- 1 owi = (B2-B1)/(B5 - B1)-100%
Normative o o o 15-24%
values

To conduct the research, 56 measurements of thPPG were taken, all of which were centered
and processed using median filtration (figure 3). The database for further discriminant analysis holds
data from studies, in which 39 observations were assigned to an “identified” person, the others — to the
unauthorized ones.
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Discriminant  analysis allows for
pinpointing the differences between
the two groups and creating a group
classificator. Discriminant analysis is

characterized by two

unbound

variables input methods [6-8]:
o forced inclusion, which holds
all of the unbound variables
that are satisfactory of certain

criteria (tolerance);

e step selection, which operates

by step-by-step
removal of data.

input and

The research of the average

value and standard deviati

on (table 3)
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Figure 3. Processed signal

of the parameters PWA, DWA and NH it’s established that average values for an identified person are
completely different from the average values of people that are unknown for the algorithm.

Comparative table of the average values

Table 3

Identifications status Parameter Average value Standard deviation
PWA 2,5247 1,17360
No DWA 1,2424 0,70385
NH 1,5194 0,84254
PWA 0,6459 0,05716
Yes DWA 0,3210 0,04352
NH 0,3823 0,04853
PWA 1,2163 1,07832
Total DWA 0,6007 0,57284
NH 0,7275 0,69747

The result of a discriminant analysis by means of forced inclusion of all collected data for
interval characteristics is present in table 4, which suggests the results of the classification. The
conducted analysis demonstrates that of 17 measurements that belong to unidentified people,
algorithm slipped 3 times, and assigned them to the identified cluster. Overall success rate — 94,6%.

Table 4
Results of forced inclusion classification
Identification Foreseen group alignment
Total
status No Yes
_ = Amount No 14 3 17
g s g Yes 0 39 39
8 & 5 | Percentage, No 82,4 17,6 100,0
© % Yes 0,0 100,0 100,0

The second method of conducting discriminant analysis that includes every observation step-

by-step, slipped only 1 time. The overall percentage of success — 98,2% (table 5).

Table 5
Results of step selection
Identification Foreseen group alignment Total
status No Yes

_ = No 16 1 17

g Amount Yes 0 39 39
& 5.5 | Percentage, No 94,1 5,9 100,0
E % Yes 0,0 100,0 100,0
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Results. The need for a reliable, unique biometrical signal, that is identifiable by the least
possible technical equipment and is easy to integrate into automated diagnosis and analysis systems is
rising steadily. Technically, PPG completely meets these requirements and by the results of
discriminant analysis using both methods, is on a high level. Forced inclusion method sits on a 94,6%
success rate, while the step selection raised that rate up to 98,2%. Photoplethysmogram is a unique
biometrical signal that needs further development of a precise algorithm of processing the signal, and a
method of classification of the obtained indicators for improving the identification process.
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Sxosenko 1.0., MapTunenko B.1., Typunna M.O
Hanionanenuii TexHiuHUH yHiBepenTeT YKpainu "KuiBCbKHIA NOMITEXHIYHUN IHCTUTYT iMeHi [rops
Cikopcbkoro"

BIOMETPUYHA ITEHTU®IKAIA JTIOAUHU HA OCHOBI ®OTOIVIETU3MOTI'PAMHU
JJIs1 ABTOMTHU30BAHUX MEIMYHUX CUCTEM

Ha cvocooniwmniti denv 3 possumkom yughposoi immeepayii éci ocobucmi 6a3u Oauux
nompebyioms  HaoitiHoeo 3axucmy. Ocobiugo ye CMOCYEMbCA — ABMOMAMUOBAHUX — CUCTHEM
OlaeHOCTNUKY Ma NPOBeOeHHs: 1aO0pamopHux 00cHiodcensy Oionociunozo mamepiany. Tax, sx Ha
KOJICHOMY emani IiCHYE BUCOKA MONCIUBICMb 8mpamu yu NiOMinu ingopmayii, wo npugede 00
HEKOPEKMHO20 BCMAHOBIEHHs OId2HO3Y, YU HA8iMb (anrvcuixayii 01 nooaArbLUO20 HEe3aKOHHO20
suxopucmanta. biomempuuna ioenmugbikayia 30amna supiwiumu 6azamo numans Oe3nexu, Max K
HeoOXiona iHgopmayis 3a62c0u 3HAXOOUMbCA 3 0cobucmicmio, i He Modce Oymu GUKOPUCMAHA
CMOPOHHBOI 0Cc00010 (6KpadeHa yu niominena). biomempis - ye asmenmudhixayis ma idenmugixayis
JHOOUHU WIISAXOM SUMIDIOSAHH ab0 oyinku il @izionociunux napamempis. Tomy, OGiomempuunuil
KOHMPOIb 88ANCAEMbCA OLbUL HAOIIHUM MA MAE KPAWiti NOMeHYyian y 3aMiHi mpaouyithux memodis
ioenmucpixayii moounu. Taxum YuHoM, Y YbOMy 0O0cCniodiceni 0yde pO3NAHYMO MONCIUBICIND
i0enmuehixayii ocobucmocmi 3a pPaxyHoxk OIOCUSHANY JHOOUHI 3  GUKOPUCTIAHHAM —Memooy
domonnemusmozpaii. JJocriosxcennss nposoounoco Ha biomeduuniti cucmemi eumiproganns KL-720 3
BUKOPUCMAHHAM IONOBIOHO20 (DOMOCEHCOPY, WO 1eeKo (QIKCYEMbCs V' PIZHUX YACMUHAX TH0OCLKO20
mina (naneys, sywna 00, 3an'acmsi, pyka), RPOCMull y 6UKOPUCIMANHI, MA MA€E HU3bKY 8apmicms ma
HeBeNUKI pO3MIpU.

KmrouoBi  cioBa:  Giomempuuna  idenmupixayis,  omonnemusmoepagis,  PIII,
OiomempuunUll CUSHAN, OUCKPUMIHAHMHUL AHATI3, NYTbCO8A X6UIS, ABMOMAMUZ08AHA CUCTHEMA.
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HammoHanbHBI TEeXHHUYECKUHA YHUBEPCUTET YKpawmHbl "KHEBCKHA TOJUTEXHUYSCKHH WHCTUTYT
umenn Urops Cukopckoro

BUOMETPUYECKASA NIAEHTHOUKALNA YEJOBEKA HA OCHOBE
OOTOIVIETU3MOI'PAMBI JIVISA ABTOMTHU30BAHUX ME/IMITMHCKUX CUCTEM

Ha cecoonsunuii oenv ¢ passumuem yugpogot unmezpayuu 6ce audivie 6a3bl OAHHBIX
Hyscoaromes 8 naoexcrou 3awume. OcobenHo 3mo Kacaemcs: a8mMoOMAMU3UPOSAHHBIX CUCHIEM
OUACHOCUKU U NPOBEOeHUsl 1ADOPAMOPHBIX UCCIe008aHUull buoiocuteckoeo mamepuana. Tax xax
Ha KAnHCOOM Imane cyujecmeayen 8blCOKAas 6epOSIMHOCb NOMepU Uil NOOMeHbl UHOpMAYyUY, Ymo
npusedem K HeKOPPeKMHOU NOCMAano8Kke OuazHo3a uiu oadice garvcugurayuu 01 oarvheliue2o
HEe3aKOHH020 UCHONb308aHUsA. buomempuueckas udenmugurayus CcnOCOOHA peuwiums MHO2Ue
80NPOCHL DE30NACHOCMU, MAK KAK Heo0Xooumdas uHgpopmayus 6ce20a HAX0OUmMcs ¢ IUYHOCHbIO, U
He Modicem OblMb UCHONL3I0BAHA NOCHOPOHHUM TUYOM (YKpAOeHa uiu noomerena). buomempus —
omo aymenmuurayus U UOEHMUDUKAYUS HYEeT0BeKA NYMeM USMEPEHUs UIU OYeHKU ee
Quzuonocuveckux napamempos. Ilosmomy, Ouomempuyeckuii KOHMPOTL cyumaemcs 0Oojee
HAOEJICHbIM U UMeem Jyyulell NOMEeHYUdnl 8 3ameHe MpAaouyuoHHbIX Memo0o8 UudeHmupurayuu
yenosexa. Taxum o06pazom, 6 9mom uccie0o8anuu Oyoem paccMOmMpeHa B03MONCHOCHb
udenmugpuxayuu IuNHOCMU 34 Ccuem OUOCUSHANO8 UYeN0BeKY C UCNOIb308AHUEeM Memooa
gomonnemuzmoepagpuu. Hccredosanue npogoounocs Ha OUOMEOUYUHCKOU cucmeme umMepeHus
KL-720 ¢ ucnonvzosanuem coomeemcmeayioujeco pomocencopa, Komopwiil 1e2Ko PUKCUpyemcs 6
PA3HBIX 4ACMAX YeNogedecko2o mena (nauey, yxo, 3ansicmve, pyKa), npocmou 6 UCHOIb308aHUU U
uMeem HUZKYI0 CIOUMOCb U HeOObUUe PA3MEDDL.

Kntouesvle cnoea: oOuomempuueckas uoenmughuxayus, comonnemusmoepagus, DIIT,
buoMempuyeckull CUSHAI, OUCKPUMUHAHMHBIN AHATU3, NYIbCOBAsL 6ONHA, ABMOMAMUUPOBAHHAS
cucmema.
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